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« gps XX (query per second)
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« gps AKX (query per second)
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INFINI Gateway FiEF=m Repo: https://github.com/infinilabs/gateway
* request_path_limiter &XiEREIBREMN, FATASLILRS|HRBIMRE,

SE0EE
& et 1588
message string BRI PRIESEAAIEKRAREER
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- name: default_flow
filter:
- request_path_limiter:
message: "Hey, You just reached our request limit!"
rules:
- pattern: "/(?P<index_name>abc)/_search”
max_qgps: 10000

group: index_name

- pattern: "/(?P<index_name>test-index)/_search”

max_gps: 20000
group: index_name
- elasticsearch:
elasticsearch: prod

max_connection_per_node: 18060

Query(requests/s)

\
—0—0—0—0—3 b—0—0—0—0—0—<

® abc @ test-index
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- BEEARER, RERSD
- BEEASBEEAS, range? size? {&E#AITHEE ?
- REBEMNFS, kibana BEUEDM, NREIDINEE

INFINI Gateway FF iR =&

« context_filter i3iRssARIZER L FXRTIERE

* request_body_json_del Ak JSON X iERFEENIHFER

* request _body json_set 1&g JSON R BIERIK

* request_body_regex_replace ERENFREXRERIEREEXNZHTREARNS
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HTTPIESKARER _ctx E PSR FESIFWNT:

E=1 1

tls

remote_ip
remote_addr
local_ip
local_addr
elapsed
request.”

response.”

xE
uinté64
bool
string
string
string
string
int64
object

object
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- name: main_flow
filter:
- context_filter:
context: _ctx.request.to_string
action: redirect_flow
status: 403
flow: log4j_matched_flow
must_not: # any match will be filtered
regex:
- AS\{.*?2\}
- "%24%7B.*?%7D" #urlencode
contain:
- "jndi:"
- "jndi:1ldap:"
- "jndi:rmi:"
- "jndi%3A" #urlencode
- "jndi%3Aldap%3A" #urlencode
- "jndi%3Armi%3A" #urlencode
- elasticsearch:
elasticsearch: es-server
- name: log4j_matched_flow
filter:
- echo:

message: 'Apache Log4j 2, Boom!'
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] -u admin:1efBc661d8562aaaBbbe -XGET http://localhost:8000/yf-test-1shard/_search

"size":
"query": {
"wildcard": {
"path": {
"value" :

n n

ax

flow:
name: forbidden
filter:
dump :
request: true
response: true
- echo:
message: 'Request blocked. Reason: Forbidden. Please contact the administrator.@16-111111"°
name: default_flow
filter:
- context_filter:
context: _ctx.request.to_string
action: redirect_flow
status: 4803
flow: forbidden
must_not:
contain:
"wildcard"

Request blocked. Reason: Forbidden. Please contact the administrator.816-111111[infini@kylin ~]
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INFINI Gateway FFiEF= i3
* request_body_json_del BskMmikk JSON X HiERAEEmMIL FE

flow:
- name: test
filter:
- request_body_json_del:
path:
- query.bool.should.[8]

- query.bool.must
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INFINI Gateway FFiEF= i3
* request_body json_set &2 JSON &L AIIERIK

flow:
- name: test
filter:
- request_body_json_set:
path:

- aggs.total_num.terms.field -> "name"

- aggs.total_num.terms.size -> 3

- size -> 0
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INFINI Gateway FFiEF= i3
 request_body regex_replace {ERHIENRIXNKZRIEKRRENHNEZRFERNE

flow:
- name: test
filter:

- request_body_regex_replace:
pattern: '"size": 10000°
to: '“gize’: 186’

- elasticsearch:
elasticsearch: prod

- dump:

request: true
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- NEAEHBEARE
- Easysearch 5|EZR&E

« INFINI Gateway &~
« bulk_request_throttle FR#|E# 5 AR 1EL
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indices map BAFRENZRS|, AJAD 5% BREAN

indices.[NAME].interval string THEPRIEA L AIET (8] (B]FR, BERIAA 1s
flow: indices.[NAME].max_requests int AL [8) bR P B R AOTE SRR EPR &
- name: bulk_request_mutate indices.[INAME] burst_requests int A7 18] PR AR PR S F A0 IE SRR EL
filter:
- bulk_request_throttle: indices.[NAME].max_bytes int BB FARAKNIERREMRE
indices: indices.[NAME].burst_bytes int PA7EEARR AR EFRER
test:
max_requests: 5 indices.[INAME].action strin MRIRIRZ FAVIZIE, 5 retry 7l
= : i ’ o drop Ffdh, BXIAA retry
action: drop
message: "test writing too fast, " indices.[NAME].status string IREBIRFIPRREMHANR BRSNS, BAIA 429
log_warn_message: true indices.[NAME].message string S B IATIPR R FHA0E RNIELIREIHE B
filebeat-=*:
SR E LAY A ) B FR, 27, BA 10,
max_bytes: 512 indices.[NAME].retry_delay_in_ms int B l i
. Bl 10 B#
action: drop
message: "filebeat indices writing too fast, " indices.[NAME].max_retry_times int PR EIXARAEILRE, FKIA 1000

log_warn_message: true
9 g indices.

, string  IRBRFHAEINRBEROELIEREER
[NAME].failed_retry_message

indices.
bool ERMEESHERIAS
[NAME].log_warn_message G il i
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env: #use env.LOGGING_ES_ENDPOINT in config instead
LOGGING_ES_ENDPOINT: http://localhost:9208/
LOGGING_ES_USER: admin
LOGGING_ES_PASS: 1efBc661d8562aaabbbe
PROD_ES_ENDPOINT: http://localhost:9268/
PROD_ES_USER: admin
PROD_ES_PASS: 1efBc661d8562aaabbbe
GW_BINDING: "0.8.8. 2 1
API_BINDING:
THROTTLE_BULK_INDEXING_MAX_BYTES: 4 /68 #40MB/s
THROTTLE_BULK_INDEXING_MAX_REQUESTS #10k docs/s
THROTTLE_BULK_INDEXING_ACTION: retry #retry,drop
THROTTLE_BULK_INDEXING_MAX_RETRY_TIMES: 16 #1060
THROTTLE_BULK_INDEXING_RETRY_DELAY_IN_MS: 168 #10

name: bulking indexing limit
filter:
- Eulk_request_thrmttle:
indices:

max_bytes: §[[env.THROTTLE_BULK_INDEXING_MAX_BYTES]]

max_requests: $[[env.THROTTLE_BULK_INDEXING_MAX_REQUESTS]]

action: $[[env.THROTTLE_BULK_INDEXING_ACTION]]

retry_delay_in_ms: $[[env.THROTTLE_BULK_INDEXING_RETRY_DELAY_IN_MS]]
[env.THROTTLE_BULK_INDEXING_MAX_RETRY_TIMES] ]

ing too fast" # H Emessagel € X
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Easysearch 1.8.0 #ig T Ri&EINgE, XHFHPTR. R, oF =MARNERRGE
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TRIRE: REBMBETRNEEEARE, FMEWBIMRS, ok, £HEE,

© XFEHSEE

« action 32%F retry # drop

Lo« T o T o B N N B

PUT cluster/settings

r
8

"transient": {
"cluster.throttle
"cluster.throttle
"cluster.throttle

}
}

.node.write”: true
.node.write.max_requests"”: 10000,
.node.write.action”: "retry"
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TRIRE: REBMBETRNEEEARE, FMEWBIMRS, ok, £HEE,

Indexing(doc/s)
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RIIRE: REGERSINBEAEE

FER5|H settings BH{TIRE, TIASH

=,
2R

NS ERS IFITEARE, &

SIMEMRSIFES
PUT yf-test-3shard/ settings

"index.throttle.write.max ﬂeqLE5t5 : 20888,
"index.throttle.write.action”: reth -
“index.throttle.write.enable™: true
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SRIRE: REFETREMNDRFHNEAERE, REEHMRS,

© XIFDIAE

1 PUT _cluster/settings

2 {

3 "transient”: {

il "cluster.throttle.shard.write™: true,

5 "cluster.throttle.shard.write.max _requests": 2000,
6 "cluster.throttle.shard.write.action": "retry”

7 }

8 ]
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