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0

input
file {
path == ["/var/log/httpd/access_log"]
type == "httpd”
i
}
filter {

grok {
match == { "message” => "%{COMBINEDAPACHELOG}" }

i

output {
elasticsearch {
hosts == ["127.8.8.1:9200" ]
index == "logstash-httpd-%{+YYYY.MM.dd}"
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HERFEK: R

es_host: 127.0.0.1
es_port: 9200
name: security
type: any

index: logstash

# ERET
filter:
- query:
query_string:
query: "message:test"

# REEI
alert:
- "elastalert_modules.dingtalk_alert.DingTalkAlerter"

# $T§i]MwebhookiE]
dingtalk_webhook: ""
dingtalk_msgtype: "text"



TRIMEATE K. RE

security

@timestamp: 2018-11-07T11:40:56.7392Z

@version: 1 Q paloaltoisss
_id: ncb57WYBPCWMEQXKIFSQ

. _ IPS=E=5/E

_index: logstash-httpd-2018.11.07 CTRLNE : o —
type: doc ZILFipieit: E30#PA |, XTERS=Eip .

39 80 W7 T ORIE | BEE3EEH HTTP:
User Authentication Brute Force Attempt(40006) , i&HEB&%
PEALGE |
(IZE8di8ls : 2018/02/01 13:42:28)

nost: bloodzer0
messacge: test
num_hits: 27
num_rmatches: 27
path: /var/log/httpd/access_log
tags: [
"_grokparsefailure"

]
type: httpd
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