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SIEM �����

• SIEM2
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‒ security information and event 
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• �1��
‒ ��NTA�.

‒ % UTS
‒ "�

‒ ���-(!�
‒ BRO: a powerful network analysis framework
‒ YAF + super_mediator: https://tools.netsa.cert.org/
‒ Packetbeat: a lightweight network packet analyzer 

that sends data to Logstash or Elasticsearch.
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‒ SSL/TLS
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• /V6!
‒ Windows

‒ Sysmon + Winlogbeat�XS�L��
‒ Osquery (+ Winlogbeat)

‒ Linux
‒ Osquery
‒ 3+/VI7
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osquery

• Osquery�#�facebook���SQL"�������
����%

• �����sql�������	��� �$	�
�!%

select * from process_open_sockets where remote_address != '127.0.0.1' and 
remote_address != '' and remote_address != '0.0.0.0' and remote_address not like '::%' and 
remote_address != local_address;
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Osquery

Demo1: 	�
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• ���

‒ �	����
‒ ���� tail –f

• ������
‒ NIPS(Network Intrusion Prevention System) IDS(Network  Intrusion Detection System)�
��
���

‒ WAF(Web Application Firewall)�web����
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‒ �����������������
‒ !!!
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• ��Elasticsearch"���#��IPS%WAF����!
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‒ $!�1-http*4��
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• Web)(!�
‒ 24101 Apache Tomcat 3-	,�0)(�CVE-2017-12615�
‒ 24106 Apache Tomcat3-	,�0)(�CVE-2017-12617�
‒ 23986 Struts23-�
�0)((s2-045)(s2-046)(CVE-2017-5638)

• ��%$�2��0
‒ 4"��%$�win7*��+� C:\ProgramData\�winxp� C:\Users\All Users\+��

sts.exe���5�exe#��C:\ProgramData\mmkt.exe5C:\ProgramData\star.exe5
C:\ProgramData\blue.exe5C:\Satan.exe5C:\sts.exe
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• Kill Chain
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https://elasticsearch.cn/


