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Who am I? 

Medcl Zeng Yong  
Developer @ Elastic 

Follow Elasticsearch since v0.5, 2010 
Joined Elastic since September, 2015   
Now in Beats team 

@medcl 
medcl@elastic.co 
http://github.com/medcl 
Based in Changsha, Hunan, China 



What’s Elastic  

• A distributed startup company since 2012 
‒ HQ: Mountain View, CA AND Amsterdam, Netherlands 
‒ With employees in 27 countries (and counting), spread across 18 time zones, speaking 
over 30 languages 

• We are working on Open Source projects!  
‒ (Luckily some of them are popular, eg:elasticsearch) 

• Offering Support Subscription X-pack Cloud and Trainings 

• Find us on: https://github.com/elastic and https://www.elastic.co 



Have you heard of ELK? 
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“ELK” is gone! 
Beats! the terminator! 

Well, just the name! 



ELK? 
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No “ELK” but  “Elastic Stack” 
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Also, from V5.0, we release together 
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Beats are lightweight 
shippers that collect and 

ship all kinds of operational 
data to Elasticsearch 



Beats are lightweight 
shippers that collect and 

ship all kinds of operational 
data to Elasticsearch 
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Lightweight shipper 

•  Small application 

•  Install as agent on your servers 

•  Written in Golang 

•  No runtime dependencies  

•  Single purpose 

https://www.flickr.com/photos/8barbikes/17256970434/ 

http://github.com/elastic/beats 



Beats are lightweight 
shippers that collect and 

ship all kinds of operational 
data to Elasticsearch 



Examples of operational data 
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wire data system stats logs 

Packetbeat Metricbeat Filebeat 
Winlogbeat 
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1 Apachebeat 

2 Dockerbeat 

3 Elasticbeat 

4 Execbeat 

5 Factbeat 

6 Hsbeat 

14+ 
COMMUNITY 

BEATS 
Sending all sorts of 
data to Logstash 
and Elasticsearch 

7 Httpbeat 

8 Nagioscheckbeat 

9 Nginxbeat 

10 Phpfpmbeat 

11 Pingbeat 

13 Unifiedbeat 

12 Redisbeat 

14 Uwsgibeat 



Captures insights from network 
packets 
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Packetbeat 



Sniffing the network traffic 
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•  Copy traffic at OS or hardware level 

•  Is completely passive 

•  ZERO latency overhead 

•  Not in the request/response path, 
cannot break your application 

Client 

Server 

sniff sniff 
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Sniffing use cases 

•  Security 

•  Intrusion Detection Systems 

•  Troubleshooting network issues 

•  Troubleshooting applications 

•  Performance analysis 



Packetbeat: Real-time application monitoring 
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1 2 3 4 
capture network 

traffic 
decodes network 

traffic 
correlates request 
with response in 

transactions 

extract 
measurements like 

response time, 
status 

5 
group meta info in 

json objects to 
send to 

Elasticsearch  

It does all of these in real-time directly on the target servers. 



Packetbeat: Available decoders 
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HTTP 

MySQL 

PostgreSQL MongoDB 

Memcache 

ICMP 

+ Add your own 

Thrift-RPC DNS 

Redis 

AMQP 



Provides a common infrastructure 
for all “metrics” related Beats. 
Upcoming in 5.0.0-alpha1. 
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Metricbeat 



Metricbeat: Collecting metrics from other systems 
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1 2 3 
Periodically polls 
monitoring APIs 

of various 
services 

Groups 
performance 

data into 
documents 

Ships them to 
Logstash / 

Elasticsearch 



Beats: Metricbeat 
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Listens to the internal “beat” of systems via APIs. 



Metricbeat module vs standalone Beat 
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•  Contributed via PR to the 
elastic/beats Github 
repository 

•  Officially supported 

•  Supports common 
systems 

•  Docker based integration 
tests 

Metricbeat module 

•  In a separate Github 
repository 

•  Supported by the 
community 

•  Supports specialized 
systems 

•  Optional Docker based 
integration tests 

Standalone Beat 



Forwards log lines to 
Elasticsearch 
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Filebeat 



Beats: Filebeat 
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A more lightweight log shipper 

•  Multiline 
•  Support Generic filtering 

Flexibly reduce the amount of data sent of the wire and stored 
•  Support Kafka/Redis 
•  Decode JSON from log lines  
•  Integration with IngestNode 

Set “pipelineparameter” in the Elasticsearch output config  
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DEMO  



 
General Beat 
Packetbeat protocol 
MetricBeat  metricset 

Extending Beats 



How beats works? 

libbeat 

{Community}  
Beats 

Elastic 
Beats 

Collect, Parse & Ship 

Elasticsearch 

Kafka/Logstash 
… ... 

Search & Analyze 

Enrich & Transport 

Kibana 

Explore & Visualize 

Optional 



Architecture Overview - libbeat 
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Beat generator 
Quickly get started with the development of a new Beat 
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$ pip install cookiecutter

 ... 
project_name [Examplebeat]: Mybeat
github_name [your-github-name]: tsg
beat [examplebeat]: mybeat
beat_path [github.com/your-github-name]: github.com/tsg
full_name [Firstname Lastname]: Tudor Golubenco

http://github.com/elastic/beats/generate 



Extending Metricbeat 
•  Create you own metricbeat 

‒  Step 0  

‒  pip install cookiecutter 

‒  Step 1 

‒  git clone https://github.com/elastic/beats $GOPATH/src/github.com/elastic/
beats 

‒  Step 2 

‒  cookiecutter $GOPATH/src/github.com/elastic/beats/generate/metricbeat/
metricset 

‒  Step 3 

‒  make setup 

•  OR extending Metricbeat:  cd beats/metricbeat && make create-metricset 



How Metricbeat/General beats extending works? 

•  Metricbeat 

‒  Module(Nginx/System/…) 

‒  Fetch 

‒  Parse 

»  Store 

•  General beats 

‒  Community Beat (Nginxbeat/Dockerbeat/ ….) 

‒  Fetch 

‒  Parse 

»  Store 

PULL the data



Packetbeat? 

Listen to the data
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How to extend Packetbeat? 



Decode, TCP is hard! 
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Let’s DIY a Cassandra protocol 



Common issue 

• packetbeat.interfaces.device: any 
‒ CRIT Exiting: Initializing sniffer failed: Error creating decoder: Unsupported link type: 
UnknownLinkType(12) 



The “Elastic Stack” 
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Community 

•   & Issue: http://github.com/elastic/ 

•  : http://elasticsearch.cn 

•   QQ : 190605846 

ES  
https://github.com/elasticsearch-cn/
elasticsearch-definitive-guide 
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Thanks 


